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The Cybersecurity and Infrastructure Security Agency’s
(CISA) mission is to promote the security and resilience of
our critical infrastructure.

In January 2017, the Department of Homeland Security (DHS)
designated election infrastructure as critical infrastructure.
Among other things, this designation:

= Recognizes the importance of these systems;

= Helps to prioritize services for and support to the
election infrastructure community;

= Organizes DHS/CISA's:

= Responses to incidents involving election systems
and assets;

= Composition of coordinating councils
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Presenter Notes
Presentation Notes
Major Risks Facing Election Officials (discuss interplay of each and how they can all be related):
Cyber
Physical
Foreign influence operations and disinformation
Operational

CISA Partners with you to help YOU secure elections.


Elections are run by
state and local officials,
CISA stands in support
through voluntary
partnerships.

CISA focuses on the
security of systems
and infrastructure, not
election administration
and not voter
engagement. Decisions
on how to administer
elections are state and
local policies.

Elections include
partisan individuals and
partisan organizations.
CISA will engage in a
non-partisan and
equitable manner,
focused on security and
resilience of systems
and assets.
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Note: diagram is not a comprehensive listing of all CISA divisions, offices, subcomponents, and functions; it is a summary of those which Election Infrastructure partners interact with most directly.


Presenter Notes
Presentation Notes
~3,500 ppl at CISA - all support election infrastructure in one way or another, in the sense that we all work to secure critical infrastructure

Your two most likely points:
- Election Security and Resilience w/i NRMC – eat, sleep, and breathe election security; SRMA
- Regional Offices w/i IOD – work across all CI in your state


Election Security & Resilience

*  Program Management Office &
Integration

= Engagement, Assistance, and
Training

=  Subsector Risk Management Agency

=  Foreign Influence & Disinformation

CISA Regional Offices

=  Cybersecurity Advisors &
Cybersecurity State Coordinators

= Protective Security Advisors
= Election Security Advisors
= Training & Exercise Coordinators

=  External Affairs Officers

CISA
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Presenter Notes
Presentation Notes
These offices are who EI stakeholders are likely to interface with, but there are many others at CISA who work on election security (Vulnerability Management, Exercises, etc.)
Mention that “Mis-, Dis-, and Malinformation Team” is new name for the Countering Foreign Influence Task Force (CFITF).
Mention that “Sector Risk Management Agencies” is the new name for the Subsector Specific Agencies (SSA)
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Presenter Notes
Presentation Notes
We are not in this alone at the federal level in trying to tackle the election security problem-set. Our efforts in this area is strengthened by the work of our federal partners, notably including: 
our partners in the intelligence community, who work to monitor and disrupt the activities of cybersecurity threat actors, as well as collect and share information that may be valuable to election infrastructure network defenders;
the FBI and Department of Justice, who investigate and prosecute election crimes, including cybersecurity incidents targeting election infrastructure, and counter-intelligence matters; and 
the Election Assistance Commission, which tests and certifies voting equipment and distributes federal grant funds to the states, including more than $800,000 earmarked for election security since 2018.

Collectively, we bring incredible resources to bear to support state and local election officials confront the evolving threats to election infrastructure.

If relevant to discussion, can mention big DHS (e.g. I&A, part of IC), DOD (e.g. NSA, CyberComm, National Guard Bureau, FVAP)

If relevant to discussion, can mention others not listed involved in aspects of election security efforts (e.g., USPS, USPIS, CDC).


All 50 states and over 3,500 local jurisdictions
and private sector organizations are members of
the EI-ISAC

DHS has granted a total of 233 security
clearances through the election infrastructure
clearance program

Between October 2021 and September 2022, CISA
provided over 500 Vulnerability Scanning
services and Cyber Assessments

Albert Sensors are deployed in all 50 states

Hosted five national tabletop exercises for El
stakeholders and more than 50 exercises for state
and local election officials and other stakeholders

Last Mile products are in use by 6,102 election
administrators in 35 states

Federal Lead for Election
Infrastructure

Sector-Based
Information Sharing and
Analysis Centers
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Presenter Notes
Presentation Notes
CISA cybersecurity services and risk advice are provided to election stakeholders on a voluntary basis. 

Since 2016, this has included:
 
deploying intrusion detection sensors in all 50 states and 100s of local election offices;

establishing an Information Sharing and Analysis Center for the elections subsector and building its membership to include all 50 states and nearly 3,000 local election offices;

providing security clearances to election officials in nearly all states, so that classified information can be shared when warranted;

conducting 100s of cybersecurity and physical security assessments for election stakeholders; and

hosting 4 national tabletop exercises for election infrastructure stakeholders, and more than 50 exercises for state and local election officials and other stakeholders.

As these services are provided on a voluntary basis, these figures tell a powerful story about the strong partnerships we have established in the election community in a short amount of time, and it also shows how seriously election officials take the issue of election security.

--

Additional background details if relevant to presentation:

GCC
Formation in 2017 was a milestone in multi-level government cooperation that bolstered election infrastructure security and resilience. 
Enables sharing of information, resources, capabilities, and collective expertise.
Consists of 27 members, 24 of which are state and local election officials. 
Is led by a five-member Executive Committee (DHS/CISA; EAC; a Secretary of State; a state Election Director; and a local Election Director).
SCC
Formed in 2018 to serve as the primary liaison between the private sector and government on election infrastructure security. 
Facilitates information and intelligence sharing. 
Coordinates with DHS and the EIS GCC to develop, recommend, and review subsector-wide plans and procedures.



Nation-State Actors

Black Hat Hackers
Criminals

Politically Motivated Groups
Insider Threats

Terrorists

Domestic Violent Extremists

Undermine Trust in
Democracy and/or Election
Results

Foreign Policy Goals
Sow Social Division
Financial Gain

Fame and Reputation
Foment Chaos/Anarchy

Retribution for Perceived
Grievances

Voter Registration
Databases

Voting Systems
Election Reporting Systems
Public Information Websites

Ballot Processing and
Storage Facilities

Polling Places
Election Offices
People: Election Officials,

Vendors, etc.
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Presenter Notes
Presentation Notes
Some areas where presenter can expand:

Adversaries: 
terrorists can be foreign or domestic
mention March 2021 intelligence assessment re: DVEs likely to engage in violence in 2021, including potential violence against government facilities or personnel, galvanized by 1/6 attack on Capitol and motivated in part by recent narratives of election fraud.

Targets: 
social media accounts




®

Thieat Lanasré) =

2016 Election Cycle

» Russian advanced persistent Threat (APT) cyber and
influence activity

2020 Election Cycle

= Russian APT cyber and influence activity
= [ranian APT cyber and influence activity
= Enemies of the People
= Ransomware
= Physical Threats to Election Facilities and Personnel

2022 Election Cycle
= APT and Other Cyber Threat Activity
= Nation State Scanning
= DDOS Attacks
= Ransomware
= Physical Threats to Election Facilities and Personnel
= Supply Chain

CISA
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Presenter Notes
Presentation Notes
2016:
The Election Community primarily faced one threat actor: Russia. 

2020:
In 2020, while Election Day itself was largely “just another Tuesday on the internet,” as our former director described it, there were a handful of incidents and activities in the run-up to Election Day and in the post-election period that are important to note. Most of these incidents are described in greater detail in joint CISA-FBI advisories that can be found on our website.
In the pre-election period, we saw Russian threat actor activity targeting dozens of state and local governments and aviation sector entities that presented some risk to election entities.
We also saw Iranian threat actors engage in an influence campaign that purported to rely on compromised election infrastructure and targeted individual voters across multiple states. 
We also witnessed at least two instances of election offices impacted by ransomware in the immediate pre-election period.
In the post-election period, election officials experienced unprecedented levels of mis- and disinformation regarding election infrastructure and processes, some of which was created or amplified by foreign threat actors. Iranian threat actors even went as far as to create a website that labeled election officials, politicians and others as “enemies of the people,” targeting them with threats of assassination and violence.

2022:
We continue to see APT and other cyber threat activity targeting the election subsector. These threat actors and activities will be documented in a public report that is expected to be released later this spring/summer
We continued to see ransomware activity and faced a new threat of supply chain disruptions

Upshot for 2023/2024
These and other activities from 2020-2022 show that: 
1) sophisticated, nation-state sponsored threat actors continue to engage in cyber and influence activity that can impact U.S. election infrastructure; 
2) there are new threat actors on the scene targeting election infrastructure; 
3) threat actors are learning from one another; and 
4) ransomware is no longer a hypothetical risk to election infrastructure in the immediate pre-election period.

Our collective lesson from 2016 was that state and local election officials should not be expected to combat sophisticated, nation state-sponsored threat actors alone. This served as the rationale for the designation of election infrastructure as critical infrastructure, and it remains as true today as it did in the aftermath of 2016.



FBI report on Likely Threats to Election Workers

* Released April 2022

«  “Expected increase in reports of threats to election workers as the 2022 elections
approach.”

DHS National Terrorism Advisory System (NTAS) Bulletin

* NTAS Bulletin Updated in June 2022

« "Asthe U.S. enters mid-term election season...we assess that calls for violence by [DVEs]
directed at...election events, and election workers will likely increase”

FBI report on Likely, More Prevalent Threats to Election Workers in Close

Contests

 Released August 2022

«  “The majority of...threats are likely to occur in states or counties where recounts, audits, or
public election disputes occur during the 2022 U.S. Midterm Elections”

DHS/FBI/NCTC/USCP Report on Heightened DVE Threat Environment during

2022 U.S. Midterm Election Cycle (FOUO)

* Released October 2022

« “...Election-related perceptions of fraud and DVE reactions to divisive topics will likely drive
DVE plotting of violence...[before and after] the 2022 midterm election(s)”

CISA
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Presenter Notes
Presentation Notes
Elections are being administered in a time of increased physical threats and potential violence against election workers
Today’s training is designed to share considerations in a heightened threat environment to safeguard election infrastructure and the workers that conduct the election
This training series aims to empower any election workers, whether poll workers, observers, front-lines staff or other officials to act intentionally and thoughtfully when assessing a potentially harmful situation

---
This is what election officials/election infrastructure were facing in the run-up to 2022:

April 2022 LIR – Increase in Reports of Threats to Election Workers Likely as 2022 Elections Near (likely = 55-80 percent chance)
As of 24 March 2022, the FBI and DHS have received limited reports of violence linked to threats to election workers. 
As the November 2022 midterm election nears, including associated primaries and caucuses, reports of threats to election workers may increase as threat actors attempt to intimidate election workers and disrupt the election process with allegations of fraud and corruption, threats of violence, harassment, and/or intimidation. These threats of disruption are most likely to occur in places where elections might be contested or subject to recounts and audits 

June 2022 – NTAS Bulletin
“As the United States enters mid-term election season this year, we assess that calls for violence by domestic violent extremists directed at democratic institutions, political candidates, party offices, election events, and election workers will likely increase.”
“malign foreign actors could bolster their messaging to sow discord and influence U.S. audiences in keeping with practices during previous election cycles”

August 2022 LIR – Threats to Election Workers Likely More Prevalent in States with Recounts, Audits or Public Election Disputes (likely = 55-80 percent chance)
 As of June 2022, the DOJ and FBI reviewed over 1,000 contact reports to the Threats to Election Workers Task Force in which election workers deemed the contact threatening or harassing, and determined 11 percent (110 reports) met federal criteria for further investigative action. 
58 percent were in states that underwent 2020 public election disputes, recounts, and audits, such as Arizona, Colorado, Georgia, Michigan, Pennsylvania, Nevada, and Wisconsin.
43 percent of the reported contacts came in through email, 26 percent through social media posts, 26 percent through telephone calls, and only 2 percent in person.
Email was the most frequent communication platform; 70 percent of emails were sent to the mainline of the election worker’s office. 
In instances where the source of a contact report was identified, 50 percent of the time the source contacted the election worker more than once. Of the identified sources, 46 percent were from sources who appeared to be in a different state than the targeted election worker. 
State and local election workers received an equal number of contacts (48 percent each) 

The FBI assesses threat actors may attempt to use veiled, indirect, or obscure language that may make it difficult to determine the validity of their threats. 
The FBI encourages all election workers and election officials to report any perceived threats of violence, harassment, or intimidation to their local FBI Field Office Election Crimes Coordinator (https://www.fbi.gov/contact-us/field-offices); call 1-800-CALL-FBI (select #1, then select #3 “threat to election administrators”), or contact the FBI’s Internet Crime Complaint Center (www.ic3.gov). 

October 2022 – DVE Threat Environment Probably Heightened during 2022 Midterm Election Cycle 
FOUO report. Shared through EI-ISAC
DHS, FBI, National Counterterrorism Center (NCTC), and U.S. Capitol Police assessed that DVEs across the ideological spectrum posed a heightened threat to the 2022 midterms. Violence largely dependent on drivers such as personalized ideological grievances and the accessibility of potential targets

Nov. 30 2022 – NTAS Bulletin [Not listed on slide]
“In the coming months, threat actors could exploit several upcoming events to justify or commit acts of violence, including certifications related to the midterm elections”
“While violence surrounding the November midterm elections was isolated, we remain vigilant that heightened political tensions in the country could contribute to individuals mobilizing to violence based on personalized grievances. Over the past few months we observed general calls for violence targeting elected officials, candidates, and ballot drop box locations.”


Nation-State Threat Actor Scanning Activity

State/local government & national/state partisan websites.

CISA-FBI Alert (TLP AMBER), shared Oct. 21 via EI-ISAC.

Mitigation: importance of identifying & remediating vulnerabilities
|dentify vulnerabilities via no-cost CISA Vulnerability Scanning
Remediate, prioritizing Known Exploited Vulnerabilities (KEVs), CISA
KEVs Catalog.

DDoS Attacks & Website Outages
Multiple state/local government websites faced DDoS or suspected DDoS
attacks before & on E-day.
CISA-FBI-MS-ISAC Guide on DDoS attacks, released Oct. 28; related alerts.
Mitigation:
No-cost DDoS mitigation resources, JCDC Election Cybersecurity Toolkit.

CISA
January 26, 2024
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Presenter Notes
Presentation Notes
We did not see any specific or credible threat to disrupt voting systems or Election Day operations and we did not see any activity – before, during, or after Election Day - that should cause anyone to question the security, integrity, or resilience of our election infrastructure. 

However, we did see some cyber activity in the pre-election period and on Election Day, including activity from sophisticated, state-sponsored threat actors, that is cause for continued vigilance.


https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/cybersecurity-toolkit-protect-elections

CISA
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Goal 1: Get Connected

. Join an information sharing community
. Apply for security clearance, if eligible under CISA's Election Infrastructure
Clearance Program

Goal 2: Address Internet Facing Vulnerabilities

. Connect with CISA Regional teams
. Identify & mitigate vulnerabilities

Goal 3: Improve Physical Security

. Connect with CISA Regional teams

. Engage state grant-making authority

. Take part in a physical security assessment

. Establish relationships with state & local law enforcement

Goal 4: Prepare for Incidents

. Create incident response plans
. Train & exercise

Goal 5: Inform and Educate

. Migrate to .gov
. Develop a communications plan and election security public education effort

CISA
January 26, 2024
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Presenter Notes
Presentation Notes
We recognize that 2023 is the timeframe when most election infrastructure stakeholders can make significant improvements to their security posture and readiness. CISA developed a Roadmap for Strategic Support with the overarching intent to assist “Target-Rich, Resource Constrained” election stakeholders.

The roadmap lays out 5 goals that represent a series of voluntary activities that CISA recommends election stakeholders undertake and also outlines the activities and resources CISA has available to make each of these goals a reality. The goals are:

Get Connected
Address Internet Facing Vulnerabilities
Improve Physical Security
Prepare for Incidents
Inform and Educate



Elections Infrastructure Information Sharing & Analysis Center (EI-ISAC)

» A dedicated resource that gathers, analyzes, and shares information on critical

infrastructure and facilitates two-way cybersecurity threat information sharing between the
public and the private sectors

CISA Alerts

= Alerts provide timely information about current security issues, vulnerabilities, and exploits

Security Clearance Program
= DHS provides security clearances for state election officials and GCC & SCC members

CISA Central

= Central (central@cisa.gov) is the simplest way for critical infrastructure partners and
stakeholders to engage with CISA through coordinating situational awareness, information
sharing, and incident response

Election Day Situation Room

= Each Election Day, CISA and the EI-ISAC host the National Cybersecurity Situational Awareness
Room. This online portal for election officials and vendors facilitates rapid information sharing and
provided election officials with virtual access to CISA’s 24/7 operational watch floor.

Vulnerability Reporting

» Vulnerability disclosures can be an effective way for organizations to benefit from
cybersecurity expertise without having it resident to their organization

CISA
January 26, 2024
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Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 1 is to increase EI-ISAC membership by 10 percent (current ~3,400 local election offices as members, target: more than 3,740 local election offices.)

If appropriate, presenter can make a call to action: Join the EI-ISAC.

mailto:central@cisa.gov
https://www.cisa.gov/sites/default/files/publications/guide-vulnerability-reporting-americas-election-admins_508.pdf

Cybersecurity Advisors (CSAs)

= CSAs offer cybersecurity assistance to critical infrastructure owners and operators and state, local,
tribal, and territorial governments. CSAs can provide cyber preparedness, assessments and
protective resources, strategic messaging, and incident coordination and support in times of cyber
threat, disruption, and attack.

CISA Cybersecurity Services

= CISA offers a wide range of cybersecurity services, from scalable services like Vulnerability
Scanning, Web Application Scanning, and Crossfeed to more in-depth, resource intensive services
like Remote Penetration Tests and Risk and Vulnerability Assessments.

EI-ISAC Services

= CISA-funded, ISAC-delivered services actively detect and prevent threats. These services include
Endpoint Detection and Response (EDR) and Malicious Domain Blocking and Reporting (MDBR).

CISA Joint Cyber Defense Collaborative (JCDC)

= JCDC is a public-private cybersecurity collaborative that leverages new authorities granted by
Congress to unite the cyber community in the collective defense of cyberspace. JCDC’s core
functions include developing and coordinating plans for cyber defense operations, driving
operational collaboration and cybersecurity information fusion, and producing and sharing cyber
defense guidance.

CISA
January 26, 2024
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Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 2 is to increase usage of CISA’s cyber hygiene services by election stakeholders by 10 percent (current: 421 election entity users, target: 463). Participating stakeholders should demonstrate a mean time to remediate Known Exploited Vulnerabilities no more than 30 days.


CISA recommends the following mitigations to reduce cyber risk among
El Subsector entities:

v Improve phishing defenses by implementing a phishing awareness training program.

v Patch vulnerabilities on internet-accessible systems and devices on a regular
schedule. CISA recommends regularly scanning internet-accessible hosts and
remediating critical and high vulnerabilities within 15 and 30 days, respectively.

v Update software and operating systems to supported versions.

v' Identify all internet-accessible services and secure or disable risky services
according to the documented business reason for each service to operate.

CISA
*CISA Election Infrastructure Subsector Cyber Risk Summary, February 2023 January 26, 2024 17



Strengthen Password Policy and Auditing Processes.
Use multi-factor authentication and perform regular audits
of password policies. Password best practices include
ensuring that strong passwords are required and that
administrators utilize encrypted password vaults.

Have a Plan and Implement Backups. Follow
established enterprise network best practices for IT
infrastructure. This includes implementing a strong patching
methodology for operating systems and third-party
products. Your organization should also create an Incident
Response Plan and Continuity of Operations Plan.

Patch and Update Systems. Use equipment that is
maintainable with current security patching. Exceptions
should be minimized and isolated.

Implement Network Segmentation. Internal network
architecture should protect and control access to the
entity’s most sensitive systems. User workstations
should be less trusted and connections to external
networks should be isolated, controlled, and monitored.

CISA

January 26, 2024 18


Presenter Notes
Presentation Notes
Based on anonymized findings from cybersecurity services provided to EI entities and our understanding of risk in the subsector, here are some priority recommendations to manage cybersecurity risk in your office.


Protective Security Advisors (PSAs)

= PSAs are trained critical infrastructure protection and vulnerability mitigation
subject matter experts.

Physical Security Assessments

= CISA field personnel offer a variety of physical security assessments and
resources to improve the physical security of election infrastructure assets, like
Security Assessment at First Entry (SAFE), Non-Confrontational Techniques for
Election Workers, and the Infrastructure Survey Tool.

Hometown Security

= The Hometown Security page (https://www.cisa.gov/hometown-security) is a
one-stop shop for CISA’s physical security resources

Publicly Available Physical Security Guidance

= CISA has issued guidance on a number of physical security topics, including
Physical Security of Voting Locations and Election Facilities and Mitigating the
Impacts of Doxing on Critical Infrastructure.

CISA
January 26, 2024
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Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 3 is to conduct physical security assessments of election infrastructure facilities in 300 election jurisdictions.

https://www.cisa.gov/hometown-security

CISA-facilitated Training

= CISA has a team of subject matter experts available to facilitate and
deliver training on a variety of election security topics, including
Ransomware, Phishing, Building Trust Through Secure Practices,
and more.

CISA Tabletop Exercise Packages (CTEPSs)

= CTEPs are a comprehensive set of customizable resources
designed to assist stakeholders in conducting their own exercises.
Partners can use CTEPs to initiate discussions within their
organizations about their ability to address a variety of threat
scenarios. Election-specific CTEPs include Active Shooter, Insider
Threat, Potential Civil Unrest, Early Voting, Election Day Voting
Machines, and Vote-by-Mail.

Asynchronous Training Options

= CISA Election Security Trainings on CISA’s YouTube channel:
https://www.youtube.com/@CISAgov

= Federal Virtual Training Environment (FedVTE)

CISA
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Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 4 is to deliver tailored incident response products under the Last Mile initiative to 1,000 key election jurisdictions supporting target rich, resource constrained entities.

https://www.youtube.com/@CISAgov
https://www.cisa.gov/sites/default/files/publications/Elections-Cyber-Tabletop-Exercise-Package-20200128-508.pdf

Incident Response Guide

Voluntary tool to help
jurisdictions effectively
recognize and respond to
potential cyber incidents

Useful as a basic cyber
incident response plan or
integrate it into a broader plan
based on specific needs

Election Day Emergency
Response Guide

Provides local election
personnel with a simple tool for
determining what steps to take
when an incident occurs and
where to report incidents

CISA works with states to
determine most appropriate
response steps and contacts

CISA
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https://www.cisa.gov/sites/default/files/publications/cyber-incident-detection-and-notification-planning-guide-for-election-security-508_1.pdf

Last Mile Initiative

= Thousands of local jurisdictions make up the
U.S. elections stakeholder community and
together represent the “Last Mile” in
reducing risk to election infrastructure. The
CISA Last Mile initiative offers a range of
customizable tools that can be tailored to
meet the unique needs of stakeholders

Small/Mid-Size Jurisdictions

= Though CISA aims to engage every election
administrator across the nation, Last Mile
emphasizes engagement with small and mid-
size jurisdictions that may have fewer
resources to harden their cybersecurity
posture and fewer opportunities to engage
with CISA

CISA
January 26, 2024
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Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 5 is to deliver tailored products that support security-related communication to 1,000 election jurisdictions.


Responsibility of administering official web
domains shifted to CISA from GSA.

Under CISA, .gov domains are available at no
cost for qualifying organizations.

Increased use of .gov domains will improve
cybersecurity and trust in public services
across the United States.

Visit https://get.gov/about/elections/ for more
information.

CISA

January 26, 2024 23


https://get.gov/about/elections/

®
Exercises and Training

CISA Exercises

= Annual National “Tabletop the Vote”
= State-based exercises
= “Tabletop-in-a-box”

Tralnlng Offerings
Elections Security Overview

» Ransomware

= Phishing

» Building Trust through Secure
Practices

» |nsider Threat Mitigation

= De-Escalation Techniques for Election
Officials

January 26, 2024 24


Presenter Notes
Presentation Notes
Exercises – multiple levels/ways to engage
Election Security Overview – is this training
Ransomware - describes what ransomware is, attack vectors used, how it impacts state, local, tribal, and territorial government entities, and specifically how it can impact election infrastructure. The session provides an overview of resources, services, and best practices to protect, detect, respond, and recover from a ransomware attack. 
Phishing - describes what phishing is, signs an email may be a phishing attack, how it impacts state, local, tribal, and territorial government entities, and specifically how it can impact election infrastructure. The session provides an overview of resources, services, and best practices to managing phishing-related risks.
Building Trust through Secure Practices - identifies operational security best practices used by election offices to: physically secure and ensure proper chain-of-custody for ballots, voting equipment, and other sensitive election materials; ensure that voting equipment is functioning as intended; and help build public trust in elections through related communications and transparency measures.
Insider Threat Mitigation – discusses assessing, mitigating, and responding to risks posed by insider threats to elections.
De-Escalation Techniques – trains election officials on non-confrontational techniques for de-escalation.

https://www.cisa.gov/sites/default/files/publications/Elections-Cyber-Tabletop-Exercise-Package-20200128-508.pdf

Core Services & Resources

Alerts & Information Sharing

= Cooperative Agreement funding MS-ISAC & EI-ISAC
= Albert Sensors, MDBR, EDR

=  Threat Briefings, Security Clearance Program

=  E-Day Ops Center & EI-ISAC Virtual Sit. Room

Cybersecurity Services & Incident Response
= Vulnerability Scanning, Phishing Campaign

Assessments, Remote Penetration Testing, etc.
= _govTLD

Cybersecurity & Protective Security Advisors
= Physical Security Assessments

Exercises & Trainings

Last Mile Products

January 26, 2024 25



Keith Ingram

Election Security Advisor
Keith.Ingram@cisa.dhs.gov
(202)538-1198

Joel Meyers

Protective Security Advisor
Joel.Meyers@cisa.dhs.gov
(202)702-3065

https://www.cisa.gov/electionsecurity
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