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The Cybersecurity and Infrastructure Security Agency’s 
(CISA) mission is to promote the security and resilience of 
our critical infrastructure.

In January 2017, the Department of Homeland Security (DHS) 
designated election infrastructure as critical infrastructure. 
Among other things, this designation:

 Recognizes the importance of these systems;

 Helps to prioritize services for and support to the 
election infrastructure community;

 Organizes DHS/CISA’s: 

 Responses to incidents involving election systems 
and assets;

 Composition of coordinating councils

Election Security Mission
CISA works to provide 
election stakeholders with 
the information they need to 
manage risk to their systems 
and assets.

Jen Easterly, 
CISA Director

CISA & Election Infrastructure

Presenter Notes
Presentation Notes
Major Risks Facing Election Officials (discuss interplay of each and how they can all be related):CyberPhysicalForeign influence operations and disinformationOperationalCISA Partners with you to help YOU secure elections.
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 Elections are run by 
state and local officials, 
CISA stands in support 
through voluntary 
partnerships.

Voluntary Partnerships

 CISA focuses on the 
security of systems 
and infrastructure, not 
election administration 
and not voter 
engagement. Decisions 
on how to administer 
elections are state and 
local policies.

Security Focus

 Elections include 
partisan individuals and 
partisan organizations. 
CISA will engage in a 
non-partisan and 
equitable manner, 
focused on security and 
resilience of systems 
and assets.

Non-Partisan
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First Principles

Presenter Notes
Presentation Notes
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Cybersecurity Division 
(CSD)
Vulnerability Management

Joint Cyber Defense 
Collaborative

Threat Hunting

Capacity Building

National Risk Management 
Center (NRMC)
Election Security & Resilience 
(including EI Sector Risk 
Management Agency (SRMA)

Analysis

Stakeholder Engagement 
Division (SED)
Council Management

Sector Management

Strategic Relations

Infrastructure Security 
Division (ISD)
CISA Exercises

Security Programs

Infrastructure Assessments & 
Analysis

Integrated Operations 
Division (IOD)
CISA Central

Regional Offices

!

Emergency Communications 
Division (ECD)
Priority Telecommunications 
Services

Note: diagram is not a comprehensive listing of all CISA divisions, offices, subcomponents, and functions; it is a summary of those which Election Infrastructure partners interact with most directly.

CISA & Election Infrastructure

----------------------· 

Presenter Notes
Presentation Notes
~3,500 ppl at CISA - all support election infrastructure in one way or another, in the sense that we all work to secure critical infrastructureYour two most likely points:- Election Security and Resilience w/i NRMC – eat, sleep, and breathe election security; SRMA- Regional Offices w/i IOD – work across all CI in your state
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Election Security & Resilience

 Program Management Office & 
Integration

 Engagement, Assistance, and 
Training

 Subsector Risk Management Agency

 Foreign Influence & Disinformation

CISA Regional Offices

 Cybersecurity Advisors & 
Cybersecurity State Coordinators

 Protective Security Advisors

 Election Security Advisors

 Training & Exercise Coordinators

 External Affairs Officers

6

CISA & Election Infrastructure

A · 
.. V 

u .. - ~~ 
·~ HI " 

~- ' •. 
4 CNMI 

Presenter Notes
Presentation Notes
These offices are who EI stakeholders are likely to interface with, but there are many others at CISA who work on election security (Vulnerability Management, Exercises, etc.)Mention that “Mis-, Dis-, and Malinformation Team” is new name for the Countering Foreign Influence Task Force (CFITF).Mention that “Sector Risk Management Agencies” is the new name for the Subsector Specific Agencies (SSA)
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Federal Partners

Presenter Notes
Presentation Notes
We are not in this alone at the federal level in trying to tackle the election security problem-set. Our efforts in this area is strengthened by the work of our federal partners, notably including: our partners in the intelligence community, who work to monitor and disrupt the activities of cybersecurity threat actors, as well as collect and share information that may be valuable to election infrastructure network defenders;the FBI and Department of Justice, who investigate and prosecute election crimes, including cybersecurity incidents targeting election infrastructure, and counter-intelligence matters; and the Election Assistance Commission, which tests and certifies voting equipment and distributes federal grant funds to the states, including more than $800,000 earmarked for election security since 2018.Collectively, we bring incredible resources to bear to support state and local election officials confront the evolving threats to election infrastructure.If relevant to discussion, can mention big DHS (e.g. I&A, part of IC), DOD (e.g. NSA, CyberComm, National Guard Bureau, FVAP)If relevant to discussion, can mention others not listed involved in aspects of election security efforts (e.g., USPS, USPIS, CDC).
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Partnership Model
All 50 states and over 3,500 local jurisdictions 
and private sector organizations are members of 
the EI-ISAC

DHS has granted a total of 233 security 
clearances through the election infrastructure 
clearance program

Between October 2021 and September 2022, CISA 
provided over 500 Vulnerability Scanning 
services and Cyber Assessments

Albert Sensors are deployed in all 50 states

Hosted five national tabletop exercises for EI 
stakeholders and more than 50 exercises for state 
and local election officials and other stakeholders

Last Mile products are in use by 6,102 election 
administrators in 35 states

Federal Lead for Election 
Infrastructure

8

Sector-Based 
Information Sharing and 
Analysis Centers

IT~ ISAC 

~ 
NASED 

Presenter Notes
Presentation Notes
CISA cybersecurity services and risk advice are provided to election stakeholders on a voluntary basis. Since 2016, this has included: deploying intrusion detection sensors in all 50 states and 100s of local election offices;establishing an Information Sharing and Analysis Center for the elections subsector and building its membership to include all 50 states and nearly 3,000 local election offices;providing security clearances to election officials in nearly all states, so that classified information can be shared when warranted;conducting 100s of cybersecurity and physical security assessments for election stakeholders; andhosting 4 national tabletop exercises for election infrastructure stakeholders, and more than 50 exercises for state and local election officials and other stakeholders.As these services are provided on a voluntary basis, these figures tell a powerful story about the strong partnerships we have established in the election community in a short amount of time, and it also shows how seriously election officials take the issue of election security.--Additional background details if relevant to presentation:GCCFormation in 2017 was a milestone in multi-level government cooperation that bolstered election infrastructure security and resilience. Enables sharing of information, resources, capabilities, and collective expertise.Consists of 27 members, 24 of which are state and local election officials. Is led by a five-member Executive Committee (DHS/CISA; EAC; a Secretary of State; a state Election Director; and a local Election Director).SCCFormed in 2018 to serve as the primary liaison between the private sector and government on election infrastructure security. Facilitates information and intelligence sharing. Coordinates with DHS and the EIS GCC to develop, recommend, and review subsector-wide plans and procedures.
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 Nation-State Actors

 Black Hat Hackers

 Criminals 

 Politically Motivated Groups

 Insider Threats

 Terrorists

 Domestic Violent Extremists

Potential Adversaries

 Undermine Trust in 
Democracy and/or Election 
Results

 Foreign Policy Goals

 Sow Social Division

 Financial Gain

 Fame and Reputation

 Foment Chaos/Anarchy

 Retribution for Perceived 
Grievances

Possible Motivations

 Voter Registration 
Databases

 Voting Systems

 Election Reporting Systems

 Public Information Websites

 Ballot Processing and 
Storage Facilities

 Polling Places

 Election Offices

 People: Election Officials, 
Vendors, etc. 

Potential Targets

9

Threat Landscape

Presenter Notes
Presentation Notes
Some areas where presenter can expand:Adversaries: terrorists can be foreign or domesticmention March 2021 intelligence assessment re: DVEs likely to engage in violence in 2021, including potential violence against government facilities or personnel, galvanized by 1/6 attack on Capitol and motivated in part by recent narratives of election fraud.Targets: social media accounts
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Threat Landscape
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Evolution of the Election Threat Landscape
2016 Election Cycle
 Russian advanced persistent Threat (APT) cyber and 

influence activity

2020 Election Cycle
 Russian APT cyber and influence activity
 Iranian APT cyber and influence activity

 Enemies of the People
 Ransomware
 Physical Threats to Election Facilities and Personnel

2022 Election Cycle
 APT and Other Cyber Threat Activity

 Nation State Scanning
 DDOS Attacks

 Ransomware
 Physical Threats to Election Facilities and Personnel
 Supply Chain

Intelligence Community Assessment on Foreign Threats to 2020 
Elections 

• "We have no indications that any foreign actor attempted to alter any 
technical aspect of the voting process in the 2020 U.S. elections[ ... ] 
Some foreign actors, such as Iran and Russia, spread false or 
inflated claims about alleged compromises of voting systems to 
undermine public confidence in election processes and results." 

DHS-CISA-D0J-FBI Report on Impact of Foreign Interference 
Targeting Election Infrastructure in 2020 

• "We[ ... ] have no evidence that any foreign government-affiliated 
actor prevented voting, changed votes, or disrupted the ability to tally 
votes or to transmit election results in a timely manner; altered any 
technical aspect of the voting process; or otherwise compromised the 
integrity of voter registration information of any ballots cast during 
2020 federal elections." 

• "Broad Russian and Iranian campaigns targeting multiple critical 
infrastructure sectors did compromise the security of several networks 
that managed some election functions, but they did not materially 
affect the integrity of voter data, the ability to vote, the tabulation of 
votes, or the timely transmission of election results." 

Presenter Notes
Presentation Notes
2016:The Election Community primarily faced one threat actor: Russia. 2020:In 2020, while Election Day itself was largely “just another Tuesday on the internet,” as our former director described it, there were a handful of incidents and activities in the run-up to Election Day and in the post-election period that are important to note. Most of these incidents are described in greater detail in joint CISA-FBI advisories that can be found on our website.In the pre-election period, we saw Russian threat actor activity targeting dozens of state and local governments and aviation sector entities that presented some risk to election entities.We also saw Iranian threat actors engage in an influence campaign that purported to rely on compromised election infrastructure and targeted individual voters across multiple states. We also witnessed at least two instances of election offices impacted by ransomware in the immediate pre-election period.In the post-election period, election officials experienced unprecedented levels of mis- and disinformation regarding election infrastructure and processes, some of which was created or amplified by foreign threat actors. Iranian threat actors even went as far as to create a website that labeled election officials, politicians and others as “enemies of the people,” targeting them with threats of assassination and violence.2022:We continue to see APT and other cyber threat activity targeting the election subsector. These threat actors and activities will be documented in a public report that is expected to be released later this spring/summerWe continued to see ransomware activity and faced a new threat of supply chain disruptionsUpshot for 2023/2024These and other activities from 2020-2022 show that: 1) sophisticated, nation-state sponsored threat actors continue to engage in cyber and influence activity that can impact U.S. election infrastructure; 2) there are new threat actors on the scene targeting election infrastructure; 3) threat actors are learning from one another; and 4) ransomware is no longer a hypothetical risk to election infrastructure in the immediate pre-election period.Our collective lesson from 2016 was that state and local election officials should not be expected to combat sophisticated, nation state-sponsored threat actors alone. This served as the rationale for the designation of election infrastructure as critical infrastructure, and it remains as true today as it did in the aftermath of 2016.
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2022 Heightened Threat Environment
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FBI report on Likely Threats to Election Workers
• Released April 2022
• “Expected increase in reports of threats to election workers as the 2022 elections 

approach.”

DHS National Terrorism Advisory System (NTAS) Bulletin
• NTAS Bulletin Updated in June 2022
• "As the U.S. enters mid-term election season…we assess that calls for violence by [DVEs] 

directed at…election events, and election workers will likely increase”

FBI report on Likely, More Prevalent Threats to Election Workers in Close 
Contests
• Released August 2022
• “The majority of…threats are likely to occur in states or counties where recounts, audits, or 

public election disputes occur during the 2022 U.S. Midterm Elections”

DHS/FBI/NCTC/USCP Report on Heightened DVE Threat Environment during 
2022 U.S. Midterm Election Cycle (FOUO)
• Released October 2022
• “…Election-related perceptions of fraud and DVE reactions to divisive topics will likely drive 

DVE plotting of violence…[before and after] the 2022 midterm election(s)”

G OVERNMENT F ACILITIES S ECTOR 
OJ April 2022 LJR 220401007 

Increase in Reports of Threats to Election Workers Like!) as 2022 Elections Near 

June 7, 2022 9:00 AM ET 

This Bulletin will expire on 
November 30, 2022 at 2:00 PM ET 

"The N TAS Bulletin issued on February 7, 2022 and set 
to expire on June~ 2022 is hereby canceled.,,,, 

SUMMARY OF THE TERRORISM THREAT TO THE UNITED STATES 
The Uni ted Sta tes remai ns in a heightened threat environment, as noted in the previous Bulletin, and several recent altacks have highlighted the 
dynamic and complex nature or the threat environmen1. In the coming months, we expect the threat environmen1 to become more dynamic as 
several high-profile events could be exploited to justify acts of violence against a range of possible targets. These targe ts could include public 
gatherings, faith-based institutions, schools, racia l and religious minori ties, government facilit ies and personnel, U.S. criLica l infrasLructure, Lhe 
media, and perceived ideological opponents. Threat actors have recent ly mobil ized to violence due to factors such as personal grievances, 
reacl ions to current events, and adherence to vio lenl extremist ideologies, including racia lly or ethnica lly motiva led or anti-government/a nli
authority viol nt exLremism. Foreign adversar ies including terror ist organizations and nation state adversaries also remain intent on 
exploiting the threa t environment to promote or inspire violence, sow discord, or undermine U.S. democratic institutions. We continue to assess 
that the primary threa t of mass casua lly violence in the United Stales sterns from lone offenders and small groups mot ivated by a range of 
ideological beliefs and/or personal grievances 

ill@IAiii 

GOVERNMENT FACILITIES SECTOR 
OJ August 2022 LIR 220801002 

Threats to Election Workers Likely More Prevalent in States with 
Recounts, Audits or Public Election Disputes 

Presenter Notes
Presentation Notes
Elections are being administered in a time of increased physical threats and potential violence against election workersToday’s training is designed to share considerations in a heightened threat environment to safeguard election infrastructure and the workers that conduct the electionThis training series aims to empower any election workers, whether poll workers, observers, front-lines staff or other officials to act intentionally and thoughtfully when assessing a potentially harmful situation---This is what election officials/election infrastructure were facing in the run-up to 2022:April 2022 LIR – Increase in Reports of Threats to Election Workers Likely as 2022 Elections Near (likely = 55-80 percent chance)As of 24 March 2022, the FBI and DHS have received limited reports of violence linked to threats to election workers. As the November 2022 midterm election nears, including associated primaries and caucuses, reports of threats to election workers may increase as threat actors attempt to intimidate election workers and disrupt the election process with allegations of fraud and corruption, threats of violence, harassment, and/or intimidation. These threats of disruption are most likely to occur in places where elections might be contested or subject to recounts and audits June 2022 – NTAS Bulletin“As the United States enters mid-term election season this year, we assess that calls for violence by domestic violent extremists directed at democratic institutions, political candidates, party offices, election events, and election workers will likely increase.”“malign foreign actors could bolster their messaging to sow discord and influence U.S. audiences in keeping with practices during previous election cycles”August 2022 LIR – Threats to Election Workers Likely More Prevalent in States with Recounts, Audits or Public Election Disputes (likely = 55-80 percent chance) As of June 2022, the DOJ and FBI reviewed over 1,000 contact reports to the Threats to Election Workers Task Force in which election workers deemed the contact threatening or harassing, and determined 11 percent (110 reports) met federal criteria for further investigative action. 58 percent were in states that underwent 2020 public election disputes, recounts, and audits, such as Arizona, Colorado, Georgia, Michigan, Pennsylvania, Nevada, and Wisconsin.43 percent of the reported contacts came in through email, 26 percent through social media posts, 26 percent through telephone calls, and only 2 percent in person.Email was the most frequent communication platform; 70 percent of emails were sent to the mainline of the election worker’s office. In instances where the source of a contact report was identified, 50 percent of the time the source contacted the election worker more than once. Of the identified sources, 46 percent were from sources who appeared to be in a different state than the targeted election worker. State and local election workers received an equal number of contacts (48 percent each) The FBI assesses threat actors may attempt to use veiled, indirect, or obscure language that may make it difficult to determine the validity of their threats. The FBI encourages all election workers and election officials to report any perceived threats of violence, harassment, or intimidation to their local FBI Field Office Election Crimes Coordinator (https://www.fbi.gov/contact-us/field-offices); call 1-800-CALL-FBI (select #1, then select #3 “threat to election administrators”), or contact the FBI’s Internet Crime Complaint Center (www.ic3.gov). October 2022 – DVE Threat Environment Probably Heightened during 2022 Midterm Election Cycle FOUO report. Shared through EI-ISACDHS, FBI, National Counterterrorism Center (NCTC), and U.S. Capitol Police assessed that DVEs across the ideological spectrum posed a heightened threat to the 2022 midterms. Violence largely dependent on drivers such as personalized ideological grievances and the accessibility of potential targetsNov. 30 2022 – NTAS Bulletin [Not listed on slide]“In the coming months, threat actors could exploit several upcoming events to justify or commit acts of violence, including certifications related to the midterm elections”“While violence surrounding the November midterm elections was isolated, we remain vigilant that heightened political tensions in the country could contribute to individuals mobilizing to violence based on personalized grievances. Over the past few months we observed general calls for violence targeting elected officials, candidates, and ballot drop box locations.”
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Nation-State Threat Actor Scanning Activity
 State/local government & national/state partisan websites.
 CISA-FBI Alert (TLP AMBER), shared Oct. 21 via EI-ISAC.
 Mitigation: importance of identifying & remediating vulnerabilities

 Identify vulnerabilities via no-cost CISA Vulnerability Scanning 
 Remediate, prioritizing Known Exploited Vulnerabilities (KEVs), CISA 

KEVs Catalog.

DDoS Attacks & Website Outages 
 Multiple state/local government websites faced DDoS or suspected DDoS 

attacks before & on E-day.
 CISA-FBI-MS-ISAC Guide on DDoS attacks, released Oct. 28; related alerts.
 Mitigation: 

 No-cost DDoS mitigation resources, JCDC Election Cybersecurity Toolkit.

2022 Recap: Highlighted Activity

* MS-ISAC' 
Multi-State Information 
Sharing & Analysis Center· 

Understanding and Responding 
to Distributed Denial-of-Service 
Attacks 

Publication: Octobe, 28, 2022 

Cybetwcurit)' and Infrastructure Security A.eency 

Presenter Notes
Presentation Notes
We did not see any specific or credible threat to disrupt voting systems or Election Day operations and we did not see any activity – before, during, or after Election Day - that should cause anyone to question the security, integrity, or resilience of our election infrastructure. However, we did see some cyber activity in the pre-election period and on Election Day, including activity from sophisticated, state-sponsored threat actors, that is cause for continued vigilance.

https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/cybersecurity-toolkit-protect-elections
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CISA-Coordinated Services in Supp,ort: of Election Infrastructure Security 

WLIIERABll.ffl' SCANNING 

• Descniption: Provides eilirollees with 
a recu rring repo rt on vulnerabi lilies 
and other e.xploita ole cond it ions 
visib le from th e lntem et, prioritizing 
those that a ne known to oe exploited 
l)y adversaries. 

• Descniption: Collects data from 
o pe:ni-source tools, publicly·avEli lab le 
resou rces, and data feeds to pmvide 
pElrticipants with their risk posture 
and exposure from an attE1cker's 
perspective. 

• Descniption: Offers a mE1naged top
level domain , easily ident ifiable as a 
government organiza · on to protect 
against hijaclking and im personation. 

WEB APP SCANNING 

• Descniption: Provides eilirollees with 
recurring updates on vulneraoilit ies 
in web applications. 

CYBERSECURnYTOOUUT TO PROTECT 
B.£CTIONS 

• Descniption: Ttiis too lk it includes 
f ree tools , services, and resources 
provided by CiSA, JCOC members, 
and others across the cybersecurity 
community and is ava ilable to state 
and local governm ent officials, 
e lection officia ls, and vend.ors. 

PRIO ru:rYTELECO•MMUNICATION SERVICES 

• Descniption: Provides subscribers 
with endl-to-et1d communications 
priority via three services: 
Govemm ent Emergency 
Telecommunications Service !GETS), 
Wireless Priority Service (WPS), and 
Telecommunications Service Priority 
{TSP). 

EI-ISAC MEMBERSHIP 

• oescniption: Provides t imely reporting 
of cyber threats facing the Election 
lnfrastructu re su bsector. 

MALICIOUS IDOMAIN DlOCKING AND 
R£PORTING (MDBR) 

• Descniption: Blocks attempts 
to communicate with malicious 
infrastnuctu ne. 

! ~ · 

• Descniption: Enables detection of 
malicious t raffic ta rge ·ng SLTT 
networks. 

ENDPOlNT DETECTIONAND RESPONSE (£DR) 

• Descniption: Identifies and blocks 
threEits targef ·g computers and 
servers. 

Gisi'! e@telection-securily I ~ I ~ I ~ ceaJrnl@cisa goy 

EDUCATION AND ~ 
AMPLIFICATION ~ 

Provided by CISA to educate, 
assist, and train election officials and 
pnvate sector partners as they prepare 
for and administer elections. 

ELECTION SEeU Rn'YTRAJNINGS 

• Descrip1Jiort: Elect ion5 Secu rity 
tra inings created for election 
inf rastructure 5tallehold ers at 
conven ings of election officials, 
such as associa ·on meet ings and 
conference.s. Tra inings can be 
ta ilored to meet specific stakeholde r 
needs. 

a:mc1sES 
• oescriptio rt: Cyoer and pl1ysica l 

security exercises witl1 government 
and ind u.stry partners to enhance 
th e security and resil ience of crit ical 
infrastructure. 

CUSTOMIZABLE PRODUCTS 

• Descrip1Jiort: Custom iz:aole secu rity 
resources, known as La5t Mile 
products, intended to, neach small 
and m idsi:zed election jurisdictions 
by higlll igJ-1t ing cu rnent security 
measures, idefltifying key points of 
contact and identifying additional 
security mea sures. 

PlANNI NG ASSISTANCE 

• oescrip11iort: Assistance with incident 
response plann ing, including 
guid,ance documents and templates 
to, help j urisd ictions reco~ i:ze 
potential incidents and develop a 
basic respo:nse plan . 

ELEC110N UTERAC\' EFFORTS 

• oescripliion: Amplification of election 
official5 as tnu5ted voices in election 
security throug h CISA's public 
platfo nn . Development of education al 
too lkits as we ll as maintenance of 
CliSA.'s Election Secu rity Rumor vs 
Reality webpage. 

As of 07062023 

FIELD-DELIVERED ~ 
CYB ER ASSESSMENTS ~ 
Provided l:ly CISA. field personnel 
to help organizations build mature 
cyoersecurity programs. Requires action 
by participants to implement program 
improvements. 

CYBm PRO:rECTillE VISIT 

• De--..cr(ption: Th e initial visit facil itated 
by the CISA Regions, prio r to 
conducting a formal eifigagement. 
Used to assess an organization's 
interest in CliSA. services. 

CYBm RESIUENCE REVIEW 

• De--..cr(pliion: Non-techn ica l 
assessment to evaluate ,an 
organ ization's operationa I resilience 
Elnd cylJers.ecurity practices across a 
range of ten doma ins includ ing rislk 
management, i ncid etit man agernent, 
service continuity, and others. 

CYBm INFRASTRUCTURE SU!!'ll£Y (CIS) 

• Descr(ption: Evaluates effectiveness 
o organ izationa l secu rity controls , 
cybersecu rity preparedness, and the 
O\le ra II nesil ienoe of an organ ization 's 
cybersecu rity ecosystem. 

EX1iERNAL DEPENDENCIES !MANAGEMENT 
(EDMJ 
• Descr(ption: tnterview-oo sed 

assessme,nt to evaluate how an 
organ ization manages risks derived 
from its use of the lnfonnation and 
Commun ications Technology IICT) 
Supply Chain in the deliverance of 
services. 

CYBERSECURITY PERFORMANCE GOAL 
ASSESSMENT 

• De--..cr(pliion: New module of CISA's 
Cybersecurity Evalu~iti on Too l (CS ET) 
intended to a id organ izations in 
assessing their progness towards 
implem enting tt1e Cyoersecurity 
Pertonnance Goals. 

FIELD-DELIVERED 
PHYSICAL 
ASSESSMENTS 
AND TRAINING 
Provided by CISA field personnel to help 
organizations build resilient physical 
security programs. Requires action by 
participants to implement program 
improvements. 

SECURITY ASSESSMENT AT RRST ENTRY 

• oescripfio nc SAFE is a rapid physical 
security a5ses~m ent that provid es 
a structu red review of a faci lily's 
existing security measu nes and 
delive rs feedoack on ooserved 
vu lnerabil it ies and op · on s for 
improving security. 

NON-CONFRONTATIONAL TECHNIQUES FOR 
ELECTIONWORKERS 

• Description,: Overview of non
confrontationa l techniques to help 
election wonke rs recogn ize potentially 
escalating situations, determ ine 
if emergenq• response is. needed, 
safe ly de-esca late, and report 
app ropriately w ith in their organ ization 
or to law enforcement. 

INFRA.STRUCTURE SUIIIIEYTOOL 

• oescripfionc A voluntary, web-based 
assessment that Protective Security 
Advisors conduct in coond ination 
with facilit ies owners and operators 
to identify a1nd document th e overall 
security and resil ience of th e facil ity. 

REGIONAL "'RTNER ELECTION 
EftGAGEM ENTS 

• Descrip1Jio nc Outreach and 
engagem ent with B ection 
lnfrasuucture partn ers to share 
information , discuss best practices 
and provid e an overview of CISA 
services. 

IN-DEPTH CYBER 
SERVICES 
POint-i n.time assessments that 
require a c rsA team to identify 
weaknesses and architectural flaws in 
an environment Provides participants 
wttll technical recommendations often 
relevant to long.term investments. 

RISK AND VULNERABILITY ASSESSMENTS 

• Description: Combines nat ional 
threat and vu lne rab il ity information 
with technical hands-on assessment 
to find potefltial weakness on a 
stake holders netwonk remotely and 
onsite. 

REMOTE PENETRATION TEST 

• Description: Teclrn ical testing to 
identify nemote vu lnerabilities in a 
network, web application, phishing 
susceptioilit y and design issues. 

VAU DATED ARCHITECTIJREAND DESIGN 
REVIEW 

• Description : ln-<lepth analy5i5 of an 
orga.n iz:at ion '5 netwonk de~n as 
va lidated by packet capture review. 
Gen era lly oest suited for operationa I 
technology (OT) infTastru ctu res. 

-1L Elections 
X Infrastructure 

[SAC 
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Goal 1: Get Connected
• Join an information sharing community
• Apply for security clearance, if eligible under CISA’s Election Infrastructure 

Clearance Program

Goal 2: Address Internet Facing Vulnerabilities
• Connect with CISA Regional teams
• Identify & mitigate vulnerabilities

Goal 3: Improve Physical Security
• Connect with CISA Regional teams
• Engage state grant-making authority
• Take part in a physical security assessment
• Establish relationships with state & local law enforcement

Goal 4: Prepare for Incidents
• Create incident response plans
• Train & exercise

Goal 5: Inform and Educate
• Migrate to .gov
• Develop a communications plan and election security public education effort

2023-2024 Roadmap

2023 - 2024 Roadmap for 
Strategic Support to Target 
Rich-Resource Constrained 
Election Infrastructure 
Stakeholders 

Cybersecurity and Inf rastructure Security Agency 

Presenter Notes
Presentation Notes
We recognize that 2023 is the timeframe when most election infrastructure stakeholders can make significant improvements to their security posture and readiness. CISA developed a Roadmap for Strategic Support with the overarching intent to assist “Target-Rich, Resource Constrained” election stakeholders.The roadmap lays out 5 goals that represent a series of voluntary activities that CISA recommends election stakeholders undertake and also outlines the activities and resources CISA has available to make each of these goals a reality. The goals are:Get ConnectedAddress Internet Facing VulnerabilitiesImprove Physical SecurityPrepare for IncidentsInform and Educate
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Security Clearance Program
 DHS provides security clearances for state election officials and GCC & SCC members

Election Day Situation Room
 Each Election Day, CISA and the EI-ISAC host the National Cybersecurity Situational Awareness 

Room. This online portal for election officials and vendors facilitates rapid information sharing and 
provided election officials with virtual access to CISA’s 24/7 operational watch floor.

Elections Infrastructure Information Sharing & Analysis Center (EI-ISAC)
 A dedicated resource that gathers, analyzes, and shares information on critical 

infrastructure and facilitates two-way cybersecurity threat information sharing between the 
public and the private sectors

CISA Alerts
 Alerts provide timely information about current security issues, vulnerabilities, and exploits

CISA Central
 Central (central@cisa.gov) is the simplest way for critical infrastructure partners and 

stakeholders to engage with CISA through coordinating situational awareness, information 
sharing, and incident response

Vulnerability Reporting
 Vulnerability disclosures can be an effective way for organizations to benefit from 

cybersecurity expertise without having it resident to their organization

Goal 1: Get Connected
The SolarWinds Cyber-Attack: What SL TTs 
Need to Know 
Last Updated: December 22, 2020 
The MS-ISAC and EI-ISAC are available to assist our SLTT members with the SolarWinds cyber-attack. We can be contacted 24x7x365 via 
our Security Operations Center (SOC) at 1-866-787-4722, or soc@msisac.org. Organizations that are U.S. SL TTs and not a member can join 
the MS-ISAC here. Organizations that are U.S. election offices can join the EI-ISAC here. 

Executive Overview 
On 13 December 2020, FireEye announced the discovery of a highly sophisticated cyber intrusion that leveraged a commercial software 
application made by SolarWinds. It was determined that the advanced persistent threat (APD actors infiltrated the supply chain of SolarWinds, 
inserting a backdoor into the product. As customers downloaded the Trojan Horse installation packages from SolarWinds, attackers were able to 
accessthesystemsrunningtheSolarWindsproduct(s) 

This cyber-attack is exceptionally complex and continues to evolve. The attackers randomized parts of their actions making traditional 
identification steps such as scanning for known indicators of compromise (10() of limited value. Affected organizations should prepare for a 
complex and difficult remediation from this attack. We have detailed a tiered set of guidance that organizations can take based on their specific 
capabilities and cybersecurity maturity. We've also provided available IOCs below 

Recent evidence shows that not all organizations with the malicious SolarWinds software were compromised by the threat actor, and that there 
were different stages of the attack. New information also reveals that some organizations without any SolarWinds products in their environment 
have been compromised with the same tactics, techniques, and procedures (TTPs) as the SolarWinds attack. This indicates that the attackers may 
haveleveragedsimilarsupplychainattacksagainstotherproducts. 

Who, What, When, Where 
• Who: SL TT organizations with SolarWinds Orion Platform versions 2019.4 HFS, 2020.2 with no hotfix installed, and 2020.2 HF 1 within 

their environment. Note: there is evidence of organizations being compromised by this same cyber threat actor without SolarWinds 
products present in the network. Additional vectors are suspected and further investigation is ongoing by CISA and the FBI . 

• What: A cybersecurity intrusion campaign affecting public and private organizations carried out by sophisticated APT actors. The 
United States government has determined that this attack poses a "grave risk to the Federal Government and state, local, tribal, and territorial 
governmentsaswellascriticalinfrastructureentitiesandotherprivateorganizations" 

• When: Cybersecurity company FireEye discovered the supply chain attack against the SolarWinds products while investigating a 
compromise of their own network and publically announced the discovery of the SUNBURST backdoor on 13 December 2020. 
Confirmed compromises have occurred dating back to March of 2020. Forensic evidence has revealed files associated with this attack being 
compiledasfarbackas0ecemberof2019 

• Where: Multiple industry verticals and government agencies across the globe. According co a recent SEC filing by SolarWinds, 
approximately 18,000 of their 300,000 customers were running vulnerable versions of the SolarWinds Orion platform, 

Recomme 
TheMS-andEI-ISACund 
monitoringtoolsor loggi 
FederalGovernment;org 
outsourcecybersecurityf 
withtheMSSP. 

ssessnetwork 
ancewith chatofthe 
organizations that 

coordinate a response 

Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 1 is to increase EI-ISAC membership by 10 percent (current ~3,400 local election offices as members, target: more than 3,740 local election offices.)If appropriate, presenter can make a call to action: Join the EI-ISAC.

mailto:central@cisa.gov
https://www.cisa.gov/sites/default/files/publications/guide-vulnerability-reporting-americas-election-admins_508.pdf
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Cybersecurity Advisors (CSAs)
 CSAs offer cybersecurity assistance to critical infrastructure owners and operators and state, local, 

tribal, and territorial governments. CSAs can provide cyber preparedness, assessments and 
protective resources, strategic messaging, and incident coordination and support in times of cyber 
threat, disruption, and attack.

CISA Cybersecurity Services
 CISA offers a wide range of cybersecurity services, from scalable services like Vulnerability 

Scanning, Web Application Scanning, and Crossfeed to more in-depth, resource intensive services 
like Remote Penetration Tests and Risk and Vulnerability Assessments.

EI-ISAC Services
 CISA-funded, ISAC-delivered services actively detect and prevent threats. These services include 

Endpoint Detection and Response (EDR) and Malicious Domain Blocking and Reporting (MDBR).

CISA Joint Cyber Defense Collaborative (JCDC)
 JCDC is a public-private cybersecurity collaborative that leverages new authorities granted by 

Congress to unite the cyber community in the collective defense of cyberspace. JCDC’s core 
functions include developing and coordinating plans for cyber defense operations, driving 
operational collaboration and cybersecurity information fusion, and producing and sharing cyber 
defense guidance.

Goal 2: Address Internet Facing Vulnerabilities

Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 2 is to increase usage of CISA’s cyber hygiene services by election stakeholders by 10 percent (current: 421 election entity users, target: 463). Participating stakeholders should demonstrate a mean time to remediate Known Exploited Vulnerabilities no more than 30 days.
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CISA recommends the following mitigations to reduce cyber risk among 
EI Subsector entities:

 Improve phishing defenses by implementing a phishing awareness training program.

 Patch vulnerabilities on internet-accessible systems and devices on a regular 
schedule. CISA recommends regularly scanning internet-accessible hosts and 
remediating critical and high vulnerabilities within 15 and 30 days, respectively. 

 Update software and operating systems to supported versions.

 Identify all internet-accessible services and secure or disable risky services 
according to the documented business reason for each service to operate.

*CISA Election Infrastructure Subsector Cyber Risk Summary, February 2023

Election Infrastructure Subsector Recommendations 
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Strengthen Password Policy and Auditing Processes. 
Use multi-factor authentication and perform regular audits 
of password policies. Password best practices include 
ensuring that strong passwords are required and that 
administrators utilize encrypted password vaults.

Have a Plan and Implement Backups. Follow 
established enterprise network best practices for IT 
infrastructure. This includes implementing a strong patching 
methodology for operating systems and third-party 
products. Your organization should also create an Incident 
Response Plan and Continuity of Operations Plan.   

Patch and Update Systems. Use equipment that is 
maintainable with current security patching. Exceptions 
should be minimized and isolated.

Implement Network Segmentation. Internal network 
architecture should protect and control access to the 
entity’s most sensitive systems. User workstations 
should be less trusted and connections to external 
networks should be isolated, controlled, and monitored.

Additional Recommendations

~ 
DOD 
DOD 
DOD 

Presenter Notes
Presentation Notes
Based on anonymized findings from cybersecurity services provided to EI entities and our understanding of risk in the subsector, here are some priority recommendations to manage cybersecurity risk in your office.
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Protective Security Advisors (PSAs)
 PSAs are trained critical infrastructure protection and vulnerability mitigation 

subject matter experts.

Physical Security Assessments
 CISA field personnel offer a variety of physical security assessments and 

resources to improve the physical security of election infrastructure assets, like 
Security Assessment at First Entry (SAFE), Non-Confrontational Techniques for 
Election Workers, and the Infrastructure Survey Tool.

Hometown Security
 The Hometown Security page (https://www.cisa.gov/hometown-security) is a 

one-stop shop for CISA’s physical security resources

Publicly Available Physical Security Guidance
 CISA has issued guidance on a number of physical security topics, including 

Physical Security of Voting Locations and Election Facilities and Mitigating the 
Impacts of Doxing on Critical Infrastructure.

Goal 3: Improve Physical Security

May12, 2021 

Security Resources 
for the Election Infrastructure Subsector 
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OXING? 
rs to the internet-based practice of gathering an individual 's 

identifiable information (Pll)---0r an organization 's sensitive 
- from open source or compromised material and publishing it online 

us purposes. Although doxing can be carried out by anyone with the 
ery and combine publicly available information, it is often attributed to 

s, hacktivists , and extremists. 

pile sensitive information from compromises of personal and 
I accounts and a wide range of publicly available data sources to craft 
files of targets, which are then published online with the intent to harm, 
ntimidate victims. 
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~ COMMON SOURCES OF INFORMATION 

• SocialMediaPosts 

• PmpertyandCourtRecords 

• WeddingAnnouncementsandObituaries 

• PublicConferences 

• WebForums,Blogs,and OiscussionBoards 

• Unprotected networks 

• Voter Registrationlists 

IMPACT TO CRITICAL INFRASTRUCTURE 
er businesses, critical infrastructure organizations maintain digital databases of PII and 
lly sensitive information, making them ripe targets for doxing attacks. Threat actors may 
infrastructure organizations and personnel with doxing attacks as a result of grievances 
nizational activities or policies. Incidents of doxing that target personnel and facilities often 
s , intimidate, or inflict financial damages, and can potentially escalate to physical violence. 

ses a threat to senior leadership of critical infrastructure organizations, who may be 
o their elevated position with the organization or stance on a particular issue. Doxing 
ing senior leaders often serve as " reputation attacks~ and could lead to activities seeking to 

rass, or undermine confidence in an official. 

CISA I DEFEND TODAY, SECURE TOMORROW 

Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 3 is to conduct physical security assessments of election infrastructure facilities in 300 election jurisdictions.

https://www.cisa.gov/hometown-security
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CISA-facilitated Training
 CISA has a team of subject matter experts available to facilitate and 

deliver training on a variety of election security topics, including 
Ransomware, Phishing, Building Trust Through Secure Practices, 
and more.

CISA Tabletop Exercise Packages (CTEPs)
 CTEPs are a comprehensive set of customizable resources 

designed to assist stakeholders in conducting their own exercises. 
Partners can use CTEPs to initiate discussions within their 
organizations about their ability to address a variety of threat 
scenarios. Election-specific CTEPs include Active Shooter, Insider 
Threat, Potential Civil Unrest, Early Voting, Election Day Voting 
Machines, and Vote-by-Mail.

Asynchronous Training Options
 CISA Election Security Trainings on CISA’s YouTube channel: 

https://www.youtube.com/@CISAgov
 Federal Virtual Training Environment (FedVTE)

Goal 4: Prepare for Incidents
9 CISA 
.CYBER•INFRASlRUCTURE 

ELECTIONS CYBER 
TABLETOP EXERCISE 
PACKAGE 
Situation Manual 
January 2020 

Cybersecurity and Infrastructure Security Agency 
Exercise Program 

What Is Ransomware? 

• Ransomware is a type of malicious software 
designed to deny access to a computer 
systems or data until a ransom is paid. 

• If ransom demands are not met, the system or 
encrypted data remains unavailable, or data may 
be deleted. 

• In elections this could be used to deny access to 
or delete Voter Registration and/or Vote 
Tabulation data. 

RyanMaclas I 4 February24, 2021 

Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 4 is to deliver tailored incident response products under the Last Mile initiative to 1,000 key election jurisdictions supporting target rich, resource constrained entities.

https://www.youtube.com/@CISAgov
https://www.cisa.gov/sites/default/files/publications/Elections-Cyber-Tabletop-Exercise-Package-20200128-508.pdf
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Planning

21

 Voluntary tool to help 
jurisdictions effectively 
recognize and respond to 
potential cyber incidents
 Useful as a basic cyber 

incident response plan or 
integrate it into a broader plan 
based on specific needs

 Provides local election 
personnel with a simple tool for 
determining what steps to take 
when an incident occurs and 
where to report incidents
 CISA works with states to 

determine most appropriate 
response steps and contacts

Election Day Emergency 
Response Guide Incident Response Guide

CISA has identified incident 
response and reporting as a 
capability gap among state and 
local election authorities.

CISA also recognizes that polling 
places, election offices, and 
storage facilities are vulnerable 
to a variety of threats. 
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Last Mile Initiative
 Thousands of local jurisdictions make up the 

U.S. elections stakeholder community and 
together represent the “Last Mile” in 
reducing risk to election infrastructure. The 
CISA Last Mile initiative offers a range of 
customizable tools that can be tailored to 
meet the unique needs of stakeholders

Small/Mid-Size Jurisdictions
 Though CISA aims to engage every election 

administrator across the nation, Last Mile 
emphasizes engagement with small and mid-
size jurisdictions that may have fewer 
resources to harden their cybersecurity 
posture and fewer opportunities to engage 
with CISA 

Goal 5: Inform and Educate

~ 2020 Election Security Planning Snapshot ma 
~ The State of Nebraska 

SAFEGUARDS / RESILIENCY MEASURES 

Nebraska Election Process 
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• Chad~tfetlrasla5eae'"il'yef5t:nl!aiEflntlnrlab:nO!fc.e; 

(~471-&179 

• Na6:nalC)tersec:uiyamCcmrunic;atm.1megrafcneertEr(NCC1ct,. 
(8881-70, ~ 

• Bectionsttilitn.D'J:elnmna:iln511arirqffl'rlii~cen1Er(B-1Si\C• 
5e<urilyep,,-ab°""", 1'661737--!722,~ 

For Additional Information or Questions 

tlltnal(aSlavbryofSb!B"'IOftiet,:wa,tieBena,oeputJ5eae:il'yef5tn:!,,E)edicns.,(40:Zt471-4127 

U.S.Dapartmanlofttomal:ilndseariJ': 'O'l'dJ5.~¢f 

• ~Jefista,Ri!gDiVll~/Mil!a,~hg.dM..OQV 

·RilKn,~cn VI Drectrrfor tnfl'astruau:e~ ~ 

2020 Initiatives Checklist 

D 
D 

Initiative 1: Participate in the Tabletop the Vote National 
Election Cyber Exercise. 

Initiative 2: Participate in the National Conference of State 
Legislatures (NCSL) Sections Serurity meeting. 

D 
D 

Initiative 3: Employ an intrusion detection system to 
monitor vo5ng system networks. 

Initiative 4: Sign up f(I' the Ml.ffi-State Information 
Sharing and Analysis Center. 

Initiative 5: Register f(I' the Elections lnfrastruchJre 
lnfonnation Sharing and Analysis Center (EI-ISAC) at 
leam.cisecurity.org/eHsac:recistration 

Initiative 6: Conduct a vulnerability scan, suet, as 
DHS's free Cyber Hygiene Scanning. 

Initiative 7: Assess vu~erability to phishing attacks, such as 
by schedt.iing a free Phishing Campaign Assessment thlOIJ!11 
DHS. 

Initiative 8: Conduct logic and acct.racy testing of voting 
machi'les. 

Presenter Notes
Presentation Notes
CISA’s core metric associated with Goal 5 is to deliver tailored products that support security-related communication to 1,000 election jurisdictions.
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CISA administers the .gov Top-
Level Domain and makes it 
available at no cost solely to 
U.S.-based government 
organizations.

It should be easy to identify 
governments on the internet, 
and using a .gov domain shows 
you’re official. 

Responsibility of administering official web 
domains shifted to CISA from GSA.
Under CISA, .gov domains are available at no 
cost for qualifying organizations.

Increased use of .gov domains will improve 
cybersecurity and trust in public services 
across the United States.

Visit https://get.gov/about/elections/ for more 
information.

DOTGOV Act of 2020

https://get.gov/about/elections/
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CISA Exercises
 Annual National “Tabletop the Vote”
 State-based exercises
 “Tabletop-in-a-box”

Training Offerings
 Elections Security Overview
 Ransomware
 Phishing
 Building Trust through Secure 

Practices
 Insider Threat Mitigation
 De-Escalation Techniques for Election 

Officials 

Exercises and Training

ELECTIONS CYBER 
TABLETOP EXERCISE 
PACKAGE 
Situation Manual 
January 2020 

Cybersecurity and Infrastructure Security Agency 
Exercise Program 

What Is Ransomware? 

• Ransomware is a type of malicious software 
designed to deny access to a computer 
systems or data until a ransom is paid . 

• If ransom demands are not met, the system or 
encrypted data remains unavailable, or data may 
be deleted. 

• In elections this could be used to deny access to 
or delete Voter Registration and/or Vote 
Tabulation data. 

RyanMaclas I 4 
February24, 2021 

Presenter Notes
Presentation Notes
Exercises – multiple levels/ways to engageElection Security Overview – is this trainingRansomware - describes what ransomware is, attack vectors used, how it impacts state, local, tribal, and territorial government entities, and specifically how it can impact election infrastructure. The session provides an overview of resources, services, and best practices to protect, detect, respond, and recover from a ransomware attack. Phishing - describes what phishing is, signs an email may be a phishing attack, how it impacts state, local, tribal, and territorial government entities, and specifically how it can impact election infrastructure. The session provides an overview of resources, services, and best practices to managing phishing-related risks.Building Trust through Secure Practices - identifies operational security best practices used by election offices to: physically secure and ensure proper chain-of-custody for ballots, voting equipment, and other sensitive election materials; ensure that voting equipment is functioning as intended; and help build public trust in elections through related communications and transparency measures.Insider Threat Mitigation – discusses assessing, mitigating, and responding to risks posed by insider threats to elections.De-Escalation Techniques – trains election officials on non-confrontational techniques for de-escalation.

https://www.cisa.gov/sites/default/files/publications/Elections-Cyber-Tabletop-Exercise-Package-20200128-508.pdf
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Alerts & Information Sharing
 Cooperative Agreement funding MS-ISAC & EI-ISAC

 Albert Sensors, MDBR, EDR
 Threat Briefings, Security Clearance Program
 E-Day Ops Center & EI-ISAC Virtual Sit. Room

Cybersecurity Services & Incident Response
 Vulnerability Scanning, Phishing Campaign 

Assessments, Remote Penetration Testing, etc.
 .gov TLD

Cybersecurity & Protective Security Advisors
 Physical Security Assessments 

Exercises & Trainings

Last Mile Products

Security Resources 
for the Election Infrastructure Subsector 

ELECTION INFRASTRUCTURE SECURllY 
RESOURCE GUIDE 

Cybersecurity and Infrastructu re Security Agency 
U.S. Department of Homeland Security 

May 2019 
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Keith Ingram
Election Security Advisor

Keith.Ingram@cisa.dhs.gov
(202)538-1198

Joel Meyers
Protective Security Advisor
Joel.Meyers@cisa.dhs.gov

(202)702-3065

https://www.cisa.gov/electionsecurity

mailto:Keith.Ingram@cisa.dhs.gov
mailto:Joel.Meyers@cisa.dhs.gov
https://www.cisa.gov/topics/election-security
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